J 



Europalsches Patentamt 
European Patent Office 
Office europ^n des brevets 




@ Publication number : 0 600 683 A2 



(g) 



@ Application number : 93309465.8 
@ Date of filing : 26.11.93 



EUROPEAN PATENT APPLICATION 

@ Int. CL«: H04L 12/56, H04Q 11/04 



@) Priority : 04.12.92 US 985425 

@ Date of publication of application : 
08.06.94 Bulletin 94/23 

@ Designated Contracting States : 
DE FR GB SE 

ffh Applicant: AMERICAN TELEPHONE AND 
TELEGRAPH COMPANY 
32 Avenue of the Aniericas 
New York, NY 10013-2412 (US) 

(§) Inventor : Kumar, Vijay P 
3 Tower Road 

Freehold, New Jersey 07728 (US) 



Inventor: Lin, Homg-dar 
16 Hawthorne Avenue 
Holmdel, New Jersey 07733 (US) 
Inventor : O'Neill, Jay Henry 
23 Bradley Drive 

Freehold, New Jersey 07728 (US) 

Inventor : Oechslln, Philippe . ^ 

Rue St-Roch 5 

CH-1015 Lausanne (CH) 

Inventor: Ouellette III, Edward Joseph 

143 Albany Street, 

Apt 326C 

Cambridge, Massachusetts 02139 (US) 

@ Representative : Buckley, Christopher Simon 
Thirsk et al 
AT&T (UK) LTD., 

AT&T Intellectual Property Division, 

5 Mornlngton Road 

Woodford Green, Essex IG8 OTU (GB) 



to 

00 

to 



a. 

UJ 



@ Packet network Interface. 

@ A packet switch interface (14), wliich may be 
an asynchronous transfer mode (ATM) layer 
Interface chip, may be connected to the inputs 
or the outputs of a packet switch. The Interface 
chip modifies the virtual parth and the virtual 
channel identifier In packets directed to and 
from the switch. The Interface chip also mani- 
pulates routing tags for the packets which are 
used for internal routing purposes in the switch. 
The interface chip includes a local interface (42) 
through which packets may be extracted from 
or added to a packet stream flowing between a 
main input (11) and a mam output (17) of the 
interface. The internee chip polices different 
communications channels handled in the inter- 
face chip by detecting whether traffic in those 
channels exceeds certain network usage par- 
ameters. The interface is aiso capable of gather- 
ing certain statistical inf6nmatk>n about the 
traffic in certain communications channels to 
allow evaluatk)n of network performance. 
These operations are perfonmed in hardware on 
a single integrated ctrcuK chip involving a 
single table look up. This table look up involves 
addressing a content addressable memory (32) 
with a predetermined portion of the header of a 
packet Finding a match between the predeter- 
mined portion of the packet header and the 
content of the content addressable memory 
causes the memory to produce an address sig- 
nal which acts as a pointer to a location In a 



random address memory (34) containing a para- 
meter block having data used to perform the 
operations 'of the Interface. 
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Technical Field 

This invention relates to packet communications 
networks. More specifically, this invention relates to 
interface circuits used in packet communications net- 
works. 

Background 

Broadband integrated services digital networks 
(B-ISDN) are digital packet networks which may be 
based upon the asynchronous transfer mode (ATM) 
protocol being standardized by the CCITT In ATM. 
data is transported at 1 55 Mb/sec, or multiples of 1 55 
Mb/sec, in fixed size cells comprising 53 bytes. Each 
ATM cell comprises 48 bytes of data to which a 5 byte 
header is appended. The header of an ATM cell conn- 
prises a group of identifiers including a virtual path 
identifier (VPI) and a virtual channel identifier (VCI) 
which uniquely specify the call or connection (virtual 
circuit) to which the cell belongs. When an ATM cell 
arrives at an input to a switch in an ATM network, its 
header, containing a VPI and a VCI representing the 
virtual path and virtual channel to which the cell be- 
longs on an input link to the switch, is examined to de- 
termine where the cell is to be routed. The header is 
also changed so that it contains a new VPI and VCI 
Indicating the virtual path and the virtual channel to 
which the cell will belong on an output link from the 
switch. 

Existing integrated circuit chips which do this 
processing are usually called header translation units 
and perform the following two operations, header 
modlficatton and manipulation of local routing tags. 
Header translation units modify one or both of the vir- 
tual path identifier and the virtual channel identifier 
(VPI/VCI) in the ATM header. Prior header translation 
units typically do a table look up to accomplish this. 
Specifically, those units include a random access 
memory containing a new header to be attached to 
each ATM cell. A predetermined portion of the old 
header of an ATM cell is used to address the random 
access memory at the location of the new header for 
the ATM cell. In addition to providing a new header for 
each ATM cell, header translation units also may at- 
tach a routing tag to each ATM cell to cause an ATM 
switch to route the cell to an appropriate switch output 
and output link. The first operation is required by B- 
ISDN standards to route ATM cells through different 
virtual paths on different links. The second operation 
is internal to ATM switches and depends on the type 
of switch used. These two operations are the mini- 
mum operations required for transporting ATM cells 
through a network. Otheroperations, however, would 
be useful in ATM interfaces. Those other operations 
include inserting cells into and extracting cells from 
ATM links between ATM switches, policing bandwidth 
usage of communications channels between ATM 



switches and communications channels between 
users and the network, and gathering statistics to 
evaluate network performance. In the past, these 
functions, if they were performed at all, had to be per- 

5 formed by separate chips in addition to the header 
translation unit Multiple table lookups in random ac- 
cess memories in addition to the table look up in the 
random access memory of the header translation unit 
are required. This multiplicity of chips and table look 

10 ups results in space consuming and complex circuitry 
and long time delays in accomplishing the functions 
described above. In addition, prior circuitry was in- 
flexible in that not all of the ATM headercould be used 
to perform table look up operations. That prior circuk 

15 try also did not have convenient facilities for selec- 
tively removing ATM cells from a cell stream flowing 
through an ATM switch or for selectively adding ATM 
cells to that cell stream. Prior circuitry thus did not 
lend itself naturally to distributed switch control. It re- 

20 quired a central controller which limited cell process- 
ing speed. 

Summary 

25 The problems described above are solved, in an 

example of the invention, by an asynchronous trans- 
fer mode interface (ATM layer interface) which conv 
prises a content addressable memory responsive to 
a selectable and predetermined part of an ATM cell 

30 received by the interface. The content addressable 
memory produces an address signal directed to a ran- 
dom access memory which produces at least one 
parameter block relating to the ATM cell. In one exanrv 
ple of the invention, the parameter block comprises 

36 a new ATM header for the cell. In another example of 
the invention, the parameter block comprises a local 
header to be appended to the ATM cell. In yet another 
example of the invention, the parameter block may 
comprise a network usage parameter whteh can be 

40 used to police traffic flow through an ATM network. 
Typical usage parameters may include a bandwidth 
usage parameter or a burstiness parameter. Suitable 
action may be taken to detect and police violations of 
these parameters by the communications traffic in 

45 the network. For example, a leaky bucket algorithm 
may be implemented to detect network usage viola- 
tions. In some examples of the invention, an ATM in- 
terface circuit may be provided with a local input/out- 
put interface which permits selective addition of ATM 

so cells to an ATM cell stream flowing between a main 
input and a main output of the ATM interface circuit. 
That local input/output interface also permits selec- 
tive extraction of ATM cells out of that ATM cell 
stream. A selective amount of ATM cell processing 

56 may thus be performed in hardware in ATM interface 
integrated circuit chips and a selective amount of ATM 
cell processing may be performed in software in local 
control processors. Functions such as header trans- 
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lations, error checking, and policing could be per- 
formed in hardware for the most heavily used virtual 
circuits and in software by the local control processor 
for the rest of the VCs. This permits an ATM network 
to use the entire virtual path and virtual circuit space 
(2^ virtual circuits corresponding to the 28 bits in the 
VCI/VPI field in an ATM header), even though the 
ATM interface may not have the capacity to hold and 
process information pertaining to all of the virtual cir- 
cuits. In addition, signaling and bandwidth manage- 
ment and routing functions would be performed by 
the local control processor. Distributed control of ATM 
switches thus is conveniently achieved. 

This is only a sunrunary of certain aspects of the 
invention disclosed in this application. The full scope 
of the exclusionary right is defined in the claims at the 
end of the application. 

Brief Description of the Drawings 

FIG. 1 is a schematic diagram of a number of ATM 
layer interface circuits in accordance with this inven- 
tion situated at the Inputs and outputs of an ATM 
packet switch. 

FIG. 2 is a detailed block diagram of one of the 
ATM layer internee circuits shown In FIG. 1 . 

FIG. 3 is a detailed block diagram illustrating the 
operation of the content addressable memory and 
random access memory shown in FIG. 2. 

FIG. 4 is a detailed block diagram showing selec- 
tive ATM header modification by a modification mask 
register. 

FIG. 5 shows an illustrative user network inter- 
face using interface circuitry in accordance with this 
invention. 

FIG. 6 shows an illustrative network node inter- 
face using interface circuitry in accordance with this 
invention. 

Detailed Description 

FIG. 1 shows a number of ATM layer interface cir- 
cuits (AU's) connected to the inputs and outputs of an 
ATM packet switch 10 used in an ATM communica- 
tions network. The packet switch 1 0 may be one of a 
plurality of interconnected packet switches which typ- 
ically make up a packet communications networl^ 
Each of those switches has respective inputs and 
outputs and AU's connected to some or all of those 
inputs and outputs. Although this description deals 
with an example of the invention involving an ATM 
communications network, it should be pointed out 
thatthis Invention is applicable to any packet network 
or other similar communications network. The ATM 
packet switch 10 switches ATM cells received on its 
inputs to selected outputs. The ATM packet switch 10 
may be any switching system used in communica- 
tions networks using the ATM protocol, such as the 



ATM packet switch described in "Phoenix: A Building 
Block Chip For A Fault Tolerant Broadband Packet 
Switch", Globecom, '91, Phoenix, December 1991, 

5 by V. Kumar etal. 

ATM cells are directed on input links 11, 12, and 
13 to the inputs of ALI's 14. 15. and 16. Those ATM 
cells are processed by the ALI's 14, 15, and 16 and 
are directed to the switch 10 on switch inputs 17, IB, 

10 and 19, respectively. The switch 10 selectively di- 
rects ATM cells it receives on the switch inputs 1 7, 1 8, 
and 19 to appropriate switch outputs 20. 21, and 22. 
The cells on the switch outputs 20. 21, and 22 are in- 
put to AU's 23, 24, and 25, respectively. The ALI's 23, 

15 24, and 25 process the cells they receive and direct 
them to output links 26, 27. and 28, respectively. The 
number of inputs to the switch 10 and the number of 
outputs from the switch 10, as well as the number of 
AU's, shown in FIG. 1 are merely illustrative. 

20 Switches having any number of inputs and outputs 
and using any number of AUs are applicable to this 
invention. 

The ALI's shown in FIG. 1 can be used to imple- 
ment user network interfaces (UNI's) as well as net- 

25 work node Interfaces (NNI's). Either a general ATM 
protocol or the ATM protocol for the Phoenix Switch- 
ing System referred to above may be supported by 
the ALI's. Illustratively, the ALI's may have 50 MHz 
eight bit input ports and output ports. As described in 

30 detail below, the AU's may also have a local port 
which can be a 35 MHz thirty-two bit local port using 
a shared address/data protocol. 

As described in more detail below, the ALI's In 
FIG. 1 each perform ATM header modification, addi- 

35 tion or removal of local routing tags, bandwidth usage 
polk:ing. local processor interfacing for inserting and 
extracting ATM cells to and from an ATM link, and 
gathering statistics for each virtual channel (VC/VP) 
handled by the ALL 

40 FIG. 2 Is a detailed block diagram of one of the 

AU's 14 shown in FIG. 1. The other AU's 12, 13, 23, 
24, and 25 are similarly constructed. The AU 14 
shown in detail in FIG. 2 comprises a main input 8 
where ATM cells are received into the ALI 14 and a 

45 main output 1 7 where the ATM cells leave the AL1 1 4 
after they have been processed. ATM cells can also 
be extracted or copied from the main cell stream be- 
tween the main input 8 and the main output 14 to a 
local interface. ATM cells can also t>e inserted from 

50 that interface into the main cell stream. The main in- 
put and the main output can be docked at two differ- 
ent rates. ATM switches such as the Phoenix Switch 
described above can run two or three times the 
speed of the incoming links to reduce blocking within 

55 the switch. An AU at the entry of a switch 1 0 will then 
have its output run faster than its input and an ALI at 
the output of the switch will have its input run faster 
than its output The ALI has an output buffer which 
can hold a predetermined number of ATM cells, for ex- 




5 EP 0 600 I 

ample, ten ATM cells, to smooth cell bursts which 
leave the ALI slower than they were received. Addi- 
tional buffering can be provided external to the ALI's. 
Buffering can also be achieved by diverting the in- 5 
coming cells via a local interface to a random access 
memory associated with a local processor and later 
inserting these cells at an appropriate rate into the 
outgoing ATM cell stream. 

There are two types of ATM cells which can be re- io 
ceived at the main input of an AU and transmitted 
from the main output of an ALI. Those cells may be 
plain ATM cells comprising 53 bytes when the ALI is 
situated at the input of an ATM switch or they may be 
ATM cells containing a local header (iheader) used as is 
an internal routing tag by an ATM switch when the ALI 
is situated atthe outputof the ATM switch. All the ATM 
cells arriving at the main input must have an Iheader 
of the same length; all the ATM cells leaving the nriain 
output must also have an Iheader of the same length, 20 
which can be different from the Iheader length at the 
main input Inside the AU's, ATM cells are handled 
without one byte of the ATM header which contains 
the header error check bits (HEC). This HEC code is 
checked and stripped from the cells as soon as the 25 
cells are received and is recalculated and added to 
the ceils before they leave the ALI atthe main output 
Without this HEC byte. ATM cells have only 52 bytes. 
The previously mentioned local interface has a bus 
which may be thirty-two bits wide, thereby requiring so 
thirteen accesses to transfer an ATM cell in an ALI to 
the local interface. 

Consider an ATM cell which arrives at the input 
to the AL1 14 illustrated in FIGs. 1 and 2. That cell ar- 
rives at the input of ALI 14 at 155 Mb/s. its HEC is 35 
checked and stripped from the cell, and the ceil Is 
stored as a 52 byte ATM cell. As described In more de- 
tail below, leaky bucket information belonging to this 
cell is updated and, In the case of bucket overflow, 
the cell Is either dropped, marked as droppable, or 40 
routed to a local interface. If the celt is going to the 
main output of the ALI, an appropriate local header is 
attached to the cell so that the ceil may be routed to 
an appropriate switch output Further, the VCI/VPI 
field in the header is modified and the cell Is stored 45 
in an output FIFO in the AU. As the cell exits the ALI 
and enters the switch, a new HEC byte is calculated 
and inserted at the end of the ATM header. 

At an output AU, such as output ALI 23 atthe out- 
put of the switch 10, the HEC byte is again removed so 
from the ATM header, the ATM header is modified (for 
example, the ATM header is given a new VPI/VCI 
field), and a one byte remainder of the local header 
Is removed and replaced by a zero byte local header. 
The cell then is sent to an outgoing link, such as out- ss 
put link 26, with a new HEC. In this example, the ATM 
header has been modified twice, once just prior to en- 
tering the switch 10 and once just after leaving the 
switch 10. A cell can have a VCI/VPI which is used in- 
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side the switch 10. This feature allows unique ATM 
headers for every connection within the switch. The 
unique identifier of each connection can contain the 
address of its input port or Its output port to allow re- 
routing of cells which may have been misrouted due 
to faults in the switch. 

What follows is a nnore detailed description of the 
circuitry shown in FIG. 2. The primary components in 
the example of the invention shown in FIG. 2 include 
a 1024 word by 33 bit content addressable memory 
(CAM) 32 used for a look up operation seeking a 
match between a stored 28 bit virtual channel/virtual 
path tag and a corresponding part of an ATM header 
associated with an ATM cell flowing through the ALI 
14. Another prinrary component of the AU 14 shown 
in FIG. 2 is a 1024 word by 128 bit random access 
memory (RAM) which stores replacement ATM head- 
ers and local routing headers. The RAM also stores 
polling paranneters and polk:ing states as well as 
statistical information relating to the traffic flowing 
through the AL1 14. The ALI 14of FIG. 2 also nray con- 
tain 2,688 bytes of random access memory to imple- 
ment a number of first in first out (FIFO) buffers. Spe- 
cifically, those FIFOs may include a 4-priority 8-cell 
FIFO to buffer bursts, a 4-priority 2-cell FIFO to buffer 
locally generated ATM cells, and a 2-cell FIFO to buf- 
fer cells destined for a local port The input ATM head- 
ers are error-corrected according to the ATM stan- 
dard and error correction is added to output ATM 
cells. A program register 29 shown in FIG. 2 is set at 
start-up and controls the operation of the ALI 14. 

The circuit of FIG. 2 includes a main input block 
30 which accepts an eight bit data stream at up to 50 
MHz and converts it to thirty-two bit data to be stored 
in FIFOs. The main input block 30 also corrects any 
single bit error in the ATM header and flags multiple 
bit errors. It also sequences the operatk)n of a CAM 
32, a RAM 34, and a policing unit 36. It also controls 
the writing of information into a main output FIFO 38 
and a local output FIFO 40. 

The local output FIFO 40 is a buffer which holds 
two 56-byte cells, which is written to by the main input 
block 30 and is read from by a local Interface 42. The 
main output FIFO 38 holds eight cells for each of four 
priorities. It is written to by the nnain input block 30 and 
read from by a main output block 44. A local input 
FIFO 46 holds two cells for each of four priorities. It 
is written to by the local interface 42 and read by the 
main output block 44. 

The CAM 32 in this example of the invention has 
1024 entries, one for each virtual circuit processed in 
the ALI 14. Each entry comprises a thirty-two bit 
header pattern and a 1 bit active channel flag. A thir- 
ty-two bit header compare mask register (shown in 
FIG. 3) selects which bits of an incoming header are 
used to search for a match among active CAM en- 
tries. The masked header pattern must match no 
more than one entry in the CAM 32. Avalid match pro- 
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duces a ten bit address signal on line 48 which points 
to a location in the RAM 34 which contains a parame- 
ter block relating to the ATM header which was used 
to search for a match In the CAM 32. When no match 5 
is found, a default RAM address is generated. All 1 024 
channel flags can be inactivated simultaneously from 
the local input/output block 42. 

The RAM 34 contains 1024 entries in this exam- 
ple of the invention, one entry for each virtual circuit io 
representation stored in the CAM 32. Each entry in 
the RAM 34 comprises 128 bits, each comprising the 
following: 

1. A 32-bit ATM replacenf>ent header; 

2. A 32-bit new local routing header; is 

3. 15 bits of policing parameters specifying a 
bucket size and a leak rate; 

4. 27 bits of policing state information, including 
a measure of bucket content and at least one time 
stamp parameter 20 

5. 2 bits representing a policing mode; 

6. A 16-bit cell count parameter; 

7. A 2-bit priority field; and 

8. A2-brt routing field. 

The ATM replacement header in the paranieter 25 
block listed above, the incoming ATM cell header, and 
a thirty-two bit header replacement mask register are 
used to create a new ATM header which is placed in 
the local output FIFO 40 or main output FIFO 38, as 
the case may be. along with the payload associated 30 
with the new ATM header. A new local routing header 
may be added to a cell in the main output FIFO 38. 

The policing parameters and the policing state in- 
formation in the parameter block listed above are 
used by the policing unit 36 to detect violation of net- 35 
work usage parameters and to update the policing 
state infornrtatton. The polidng unit 36 operated in one 
of three modes. The policing mode determines 
whether an ATM cell which violates the usage para- 
meters in the parameter block is dropped, routed to 40 
the local Input/output interface 42, or marked as drop- 
pabte. The cell count in the parameter block listed 
above keeps track of how many ATM cells have not 
been dropped for each virtual circuit. The cell count 
may be included in the header of ATM cells routed to 45 
the local input/output interface 42. The priority and 
routing information in the parameter block are used 
by the main input block 30 to put the incoming ATM 
cell in the proper FIFO 38 or 40. 

The policing unit 36 implements a leaky bucket so 
procedure or algorithm to insure that virtual circuits 
do not exceed their allotted bandwidth or burst iness 
level negotiated at call setup. This leaky bucket pro- 
cedure is applied to each virtual circuit as an ATM cell 
for that virtual circuit arrives. It also does this once ss 
every 1024 ATM cell periods to prevent the state in- 
formation from overflowing. If the main output FIFO 
38 for the priority of the incoming ATM cell is full, that 
cell can be routed to the local inputVoutput interface 



42 or the ATM cell can be flow controlled by not ac- 
knowledging the incoming cell. 

The basic function of the main output block 44 is 
to select an ATM cell for outputf rom the FIFO's 38 and 
46. The ATM cell is selected from one of four priorities 
handled by the main output FIFO 38 or the local input 
FIFO 46. An empty cell may be selected if both FIFO's 
38 and 40 are empty. The main output block 44 cal- 
culates an ATM header error correction byte (HEC) 
and adds it to the outgoing ATM cell. It also converts 
the thirty-two bit data to eight bit output data on ATM 
switch input 1 7 at rates of up to 50 MHz, for example. 
The actual rate is determined by an external dock 
connected to the main output block 44. 

The local input/output interface block 42 provides 
an interface to a local control processor 50. Through 
this interface 42, the program register 29, CAM 32, 
RAM 34, and mask registers can be written to or read 
from. In addition, a cell can be read from the local out- 
put FIFO 40 and a cell can be written into one of the 
four priorities in the local input FIFO 46. 

The operations of the AL1 14 shown in FIG. 2 are 
described in greater detail below. The operations of 
the other AU's shown in FIG. 1 are similar. The ALI 
14 shown in FIG. 2 first kientrf ies each incoming ATM 
cell by examining the relevant portions of the ATM 
cell header, namely, the virtual path Identifier (VPI) 
field and the virtual channel identifier (VCI) field. 
This identification is used to select a corresponding 
parameter block stored in the RAM 34 from a total of 
1024 entries in the RAM 34 in this example of the in- 
vention. The parameters within such a block define 
how the ATM cell is to be processed in the AL1 14. An 
illustrative parameter block is listed above. Any conv 
bination of the 'thirty-two bits from the ATM header 
(HEC excluded) can be used to Identify an ATM cell. 
The bits which are actually used to identify a cell are 
defined by a mask register 52 shown in FIG. 3 which 
may be located in the CAM 32 or other convenient 
place between the ATM header and the input of the 
CAM 32. This mask register 52 is used with respect 
to an incoming ATM cell to do a look up in the CAM 
32 which contains headers for some of the connec- 
tions. The mask register 52 is configured so that cer- 
tain of the bits in the ATM header are masked and are 
not used to search for a match. Those bits correspond 
to the shaded regions in the mask register 52 shown 
in FIG. 3. The unshaded regions in the mask register 
52 correspond to preselected bits in the ATM header 
which will be used to search for a match in the con- 
tents of the CAM 32. The header bits which corre- 
spond to the shaded regions in the mask register 52 
are ignored in searching for a match. Matches can be 
searched using the virtual path identifier bits, the vir- 
tual channel identifier bits, or any combination of 
those bits in the ATM header. It is also possible to use 
the payload type (PTI) or cell loss priority (CLP) bits 
to search for a match in the contents of the CAM 32. 
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A look up in the CAM 32 results in an address signal 
on line 48 between 0 and 1022 if a match has been 
found. If there Is no match, an address signal on line 
48 of 1 023 is produced. The address signal on line 48 s 
is used as a pointer to a parameter block 54 stored in 
the RAM 34. 

In addition to ATM cell identification, the AL1 14 
also modifies the headers of ATM cells flowing 
through the AL1 14. Two different modifications may io 
be performed on each ATM cell. One such modifica- 
tion is a change to a local header and the other mod- 
ificatbn is a change to the standard ATM header it- 
self. 

Every ATM cell is treated as having a local header is 
associated with it. An ATM cell entering an input ALI, 
such as an ATM cell entering the AL1 14 from link 11. 
has a local header of length zero. The ATM cells leav- 
ing an input AU. such as the AL1 14, and entering the 
ATM switch 10 via a switch input, such as the switch 20 
input 17. have a local header of a length between one 
and four bytes. The ATM cells entering an output ALI, 
such as an ATM cell entering ALI 23 in FIG. 1 via the 
switch output 20 from the ATM switch 10, may have 
a local header having a length of zero to four bytes. 25 
(The local header could be modified within the ATM 
switch 10.) An ATM cell header exiting an output ALI, 
such as the ALI 23 and leaving a link, such as link 26, 
has a local header of length zero. The local header as- 
sociated with an ATM cell is replaced by a new local 30 
header or removed entirely. Removing a local header 
is done by replacing it with a local header of length 
zero. Adding a local header is accomplished by re- 
placing a zero length local header with a local header 
of a predetermined nonzero length. 35 

Regarding modification of the ATM header itself, 
the AL1 14 modifies the headerfor each cell having a 
header match stored in the CAM 32. A separate mod- 
ification mask register 58 located in a modification 
circuit 58 shown in FIG. 4 accomplishes a replace- 40 
ment of selected bits of those ATM headers. The mod- 
ification circuit 58 may be located, for example, in the 
main input block 30 shown in FIG. 2. The modification 
circuit 58 receives an old header 60 obtained from an 
ATM cell received by the ALI 14 and a replacement 45 
header 62 obtained from the parameter block 54 re- 
trieved from the RAM 34. The modification mask reg- 
ister 56 has, for example, thirty-two bits correspond- 
ing to the thirty-two bits in an ATM header. The mask 
register 56 also has a designation, such as a one bit. so 
stored at locations which correspond to the locations 
in the replacement header which are to be copied into 
appropriate places in a new header 64. The mask reg- 
ister 56 has a designation, such as a zero bit stored 
in places corresponding to locations in the old header 55 
which are to be copied into corresponding places in 
the new header 64. The mask register 56 thereby de- 
fines the bits of the old ATM header which have to be 
replaced. The bits of the old ATM header which are 



not so defined by the mask register 56 are left un- 
changed. 

Each parameter block contains two routing flag 
bits which define where a cell is to be routed in the 
ALI 14. These bits define whether the cell is to be 
routed to one or both of the main output block 44 and 
the local input/output interface 42. If the value of the 
bit corresponding to the main output is one, for exanrv 
pie, then the cell is copied bo the main output block 
44, If the value of the bit corresponding to the local 
input/output interface is one, for example, then the 
cell is copied to the interface 42. If both bits are one 
in thte example, then the celt may be copied to both 
the interface 42 and the main output block 44. If the 
bits corresponding to both the main output block 44 
and the local input/output interface 42 are zero, then 
the cell may be dropped. Thus, the cell nnay be copied 
to one or both of the outputs or be dropped all togeth- 
er. - 

A parameter block also contains two bits speci- 
fying one of four possible priority levels of a cell for 
which a match has been found. The main output FIFO 
38 is composed of four individual FIFO buffers corre- 
sponding to the four levels of priority. A cell which is 
routed to the main output FIFO 38 will be stored in a 
FIFO buffer corresponding to its specified priority. 
Cells which are routed to the local input/output inter- 
face 42, however, are stored in a single FIFO buffer 
in the local output FIFO 40. A cell in the FIFO buffer 
40 is guaranteed to be delivered to the local control 
processor 50 before the next cell arrives thus elimin- 
ating the need for multiple priorities at the FIFO 40. 

There is only one FIFO at the local interface 42. 
Cells are delivered in 14 words of 32 bits each to the 
local control processor 50. The first word contains a 
10-bit CAM address at which a match was found for 
this ATM cell. This is the same as the signal on line 
48 which is input to the RAM 34 when a match is 
found. This value can be used directly as a pointer to 
some data or code stored in the control processor 50 
corresponding to the cell. This will avoid additional ta- 
ble look ups in the processor 50. The first word of a 
cell transfer also may contain the current value of the 
previously mentioned cell counter in the parameter 
blockf rom the RAM 34 belonging to this virtual chan- 
nel and virtual path. The next word contains the ATM 
header for this cell without HEC bits and the last 
twelve words contain the payload. 

Where a match is not found in the CAM 32, an ad- 
dress signal 1023 is produced on line 48 and a para- 
meter block containing two routing bits is read from 
the RAM 34 indicating, for example, that this ATM cell 
is to be routed to the interface 42 to be processed by 
the local control processor 50. Those cells without a 
match in the CAM 32 could also be dropped in appro- 
priate circumstances. 

In B-ISDN, network usage parameters, such as 
peak bandwidth and maximum burst length, have to 
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be negotiated at set up time for every new connec- 
tion. During the communication, these characteris- 
tics have to be monitored and sotdb action has to be 
taken when communications traffic in a connection 5 
violates the negotiated parameters associated with 
that connection. As described above, three possible 
actions may be taken by an ALI in accordance with 
this invention in response to a traffic violation, name- 
ly, dropping the violating cells, marking the violating io 
cells as droppable (i.e., set the CLP bit to one], and 
routing every consecutive cell of this connection to 
the local interface 42. When cells are routed to the lo- 
cal interface 42, they then can be buffered and the 
traffic reshaped by reinserting these ceils into the is 
cell stream at an appropriate rate so that the commu- 
nication will comply with the negotiated usage para- 
meters. 

The policing function of the ALM4 is based on a 
leaky bucket procedure which effectively determines 20 
whether a cell causes a communication to exceed the 
negotiated usage parameters. The leaky bucket pro- 
cedure uses a number of parameters, including a 
"leak rate' parameter and a 'bucket size" parameter. 
The 'leak rate" parameter relates to the peak band- 25 
width negotiated at the time the connection is estab- 
lished. The "bucket size' parameter determines the 
maximum permissible burst length at the line rate. In 
addition, the leaky bucket procedure uses two timing 
parameters, an "actual time' parameter and a "last" 30 
parameter. "Actual time" is a time stamp represent- 
ing the time when a cell is received for some partic- 
ularvirtual path and virtual channel. "Last" Is another 
time stamp denoting the time at which an immediate- 
ly prior cell was received for that particular virtual 35 
path and virtual channel. The procedure also uses 
another parameter called "currenr which indicates 
the current level of cells in the bucket. 

Every time a cell is received for a given virtual 
path and virtual circuit, the following operation is per- 40 
formed for that path: 

current = current + 1 - [(actual time - last) * rate] 
The "current" variable may have any value from zero 
to the value of the "bucket size" parameter. When the 
"currenr variable exceeds the "bucket size* variable, 45 
there has been a vtolation of a network usage para- 
meter such as the peak bandwidth or burstiness level 
for this connection negotiated at set up time. The +1 
increment identified in the equation above is due to 
the additton of the cell whteh has just arrived. "(Actual so 
time - last) * rate" Is the total decrement equal to the 
leak rate times the amount of time which has elapsed 
since the last bucket level update. 

Since last" is coded using 10 bits in this example 
of the inventk>n, there must be an update of the buck- ss 
et level at least once every 1024 cell periods to pre- 
vent "(actual time - last)' from becoming ambiguous. 
This update operatk)n is the following: 
current = current - (ActualTime - last) * rate, 



where current S 0 

One update operation is performed per cell per- 
iod. Thus, after 1024 cell periods all connection vari- 
ables are updated. 

There may be a set of predetermined leak rates 
from which to choose. For example, there may be 
thirty-two possible leak rates, the maximum rate and 
three-fourths of the maximum rate each divided by 2" 
where "n" can be 0 to 15. The maximum rate can be 
155 Mb/s or a multiple of this rate, for example. 

There is a fifteen bit counter in each parameter 
block, the content of which represents statistical in- 
formation about a respective virtual path and virtual 
circuit stored in the CAM 32. These counters are in- 
cremented each time a cell is received for a respec- 
tive virtual circuit and virtual path and not dropped 
due to policing. The value of a counter may be ap- 
pended to every cell transmitted to the local interface 
42. This information is useful for network manage- 
ment purposes. 

For example, an additional routing can be done 
using the payioad type field (PTI, 3bits) of the ATM 
cells. One value of the PTI field can be defined which 
will result in a copy of its respective cell (a marker 
cell) being sent to the local interface 42. For example, 
if this value is set to be the value of F5 end-to-end 
0AM cells (PTI = 1 01), every time one of these mark- 
er cells is sent from one end point to the other en- 
dpoint of a connection, a copy of the cell will be made 
in every ALI it goes through. Together with the copy 
of the cell, the cell counter value for this connection 
will also be sent to the local interface. These counter 
values along the path of the communk:ation can then 
be compared to determine the number of cells lost on 
each link. The locations of the counters having differ- 
ing values indicate where losses have occurred and 
whether those losses occurred due to policing and 
transmission errors, or due to blocking in the 
switches, depending on where counter values differ. 
Cell loss due to policing In an AU can be distinguished 
from cell loss due to transmission errors on a link by 
incrementing a separate counter when cells are drop- 
ped due to policing violations detected by an AU. 

ATM celts can be inserted into the ATM ceil 
stream flowing between the main input 30 and the 
main output 44 in the ALI 14. These ATM celts to be 
inserted in that cell stream can be presented to the 
AU 14 at the local interface 42. Those cells may be 
directed into one of four FIFO buffers in the local Input 
FIFO 46 depending on the prkirity level of those ceils. 
An arbitration logic in the main output block 44 se- 
lects one FIFO buffer from among the four FIFO buf- 
fers in the main output FIFO 38 and four FIFO buffers 
in the local input FIFO 46 and withdraws a cell for 
transmission on the main output 17. 

The following parameters can be set globally for 
an AU chip: 

• The length of the Iheaders at the main Input (0- 
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4 bytes); 

• The length of the Iheaders at the main output 
(0-4 bytes); 

• The characteristics of the identification mask 5 
which select the ATM header bits used to look 

for a match In the CAM 32. 

• The characteristics of the modification masks 
which select the bits of the ATM headers that 
have to be replaced; io 

• Whether policing is enabled or disabled; 

• Whether the generation of empty cells when 
no cells are available at the main output is en- 
abled or disabled; and 

• The value of the payload type (PTI) field of is 
cells that must always be copied to the local In- 
terface 42. 

FIGs. 5 and 6 illustrate two representative exanrv 
ples of how an ALI like the ones shown in FIGs. 1 and 
2 may be used within a user network interface and a 20 
network node interface, respectively. The ALIs are 
accessed for programming and data transfer through 
their respective local interfaces 42. For high efficien- 
cy, a dedicated host interface (HI) chip should be 
used to transfer cells directly between a RAM and the 2S 
ALI without interrupting a processor. 

The structure of a user network interface (UNI) 
containing an ALI 65 in accordance with this inven- 
tion, a host interface 66 and a local RAM 68 Isshown 
in FIG. 5, The apparatus shown in FIG. 5 may be a ao 
board plugged into a user's workstation. 

The structure of a network node interface is 
shown in FIG. 6. The NNI of FIG. 6 comprises the ALt 
14 and the ALI 23 shown in FIG. 1 . The NNI also com- 
prises its own microprocessor 70 which is really the 35 
same as the control processor 50 shown in FIG. 2. 
The NNI finally comprises a host Interface 72 and a 
RAM 74. The NNI combines one incoming ATM link 
1 1 , one outgoing ATM link 26, one input 1 7 to the ATM 
switch 1 0, and one output 20 from the ATM switch 10. 40 
The NNI can communbate with a user or another NNI 
via the ATM links 11 and 26. Using the input 17 and 
output 20 of the ATM switch, the NNI can communi- 
cate with the other NNIs connected to the ATM 
switch. The control and management of the switch 45 
can t hus be fully distributed among t he N NIs con nect- 
ed to the ATM switch. 

An Interface circuit is described which perfornrts 
several basic operations useful in building an intelli- 
gent network node interface or a user network inter- so 
face. These functions include modification of a pack- 
et header, addition or removal of local header routing 
tags, detecting and acting upon violations of network 
usage parameters, insertion and removal of packets 
from a stream of packets, and statistical information 55 
gathering. The interface circuit uses a mask register 
in conjunction with a content addressable memory to 
Identify connections to which packets belong, allow- 
ing any combination of bits in a packet header, such 



as the 32-bit ATM header, to identify a virtual circuit 
to which a packet belongs. This approach is flexible 
and allows one to adapt to developing standards such 
as the asynchronous transfer mode (ATM) standards. 

At the Interface circuirs local interface, a channel 
number Is associated with packets of a particular 
connection which are being routed to a local proces- 
sor. The local processor can use this channel number 
as an index to data or a code associated with the 
packet instead of performing another look up in a ta- 
ble of headers. The interface circuit may be used with 
a host interface circuit in the implementation of a user 
network interface or a network node interface. Intel- 
ligent network node interfaces allow packet switches 
such as ATM packet switches to have fully distributed 
control giving them maximum processing power per 
link. 



Claims 

1. A packet network interface, comprising: 

an input for receiving a packet; 

a content addressable memory respon- 
sive to a selectable and predetermined part of the 
packet for producing an address signal; and 

a random access memory responsive to 
the address signal for producing at least one 
parameter relating to the packet. 

2. The interface of claim 1, in which the parameter 
comprises a new header for the packet 

3. The interface of claim 1, in which the parameter 
comprises 'a local header for the packet. 

4. The interface of claim 1, in which the predeter- 
mined part of the packet comprises a header por- 
tion of the packet 

5. The interface of claim 4, in which the predeter- 
mined part of the packet comprises a virtual path 
identifier in the header portion of the packet 

6. The interface of claim 5, in which the predeter- 
mined part of the packet also comprises a virtual 
circuit Identifier in the header portion of the pack- 
et 

7. The interface of claim 6, in which the parameter 
comprises a new virtual channel identifier and a 
new virtual path identifier to be substituted for 
the virtual path identifier and the virtual channel 
identifier in the header portion of the packet 

8. The interface of claim 1, in which the parameter 
comprises a network usage paranr^eter 
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9. The interface of claim 8, in which the usage para- 
meter comprises a bandwidth usage parameter. 

10. The interface of claim 8, in which the usage para- 
meter is a burst iness parameter. 

11. The interface of dalm 8, further comprising: 

a means for determining if there has been 
a violation of the usage parameter. 

1Z The interface of claim 11, in which the means for 
determining comprises a means for effectuating 
a leaky bucket process. 

13- The interfece of daim 12. In which the effectuat- 
ing means comprises: 

a means for defining a leak rate and a 
bucket size; and 

a means for determining a level of a bucket 
in response to the leak rate and an arrival of a 
packet receh^ed by the interface. 

14. The interface of daim 11, further comprising: 

a means for dropping the packet in re- 
sponse to a violation of the network usage para- 
meter. 

15. The Interface of dalm 11, further comprising: 

a means of marking the packet as droppa- 
ble in response to a violation of the network us- 
age parameter. 

16. The interface of daim 11, further comprising: 

a means for shaping traffic output from 
the interface in response to a violation of the us- 
age parameter. 

17. The interface of daim 1, further comprising: 

a means for modifying a predetermined 
part of the packet in response to the parameter. 

18. The interface of daim 1, further comprising: 

a means for selecting a predetermined 
portion of the packet to determine a nruitch in the 
content addressable memory. 

19. The Interface of dalm 17, In which the modifying 
means comprises a modification mask. 

20. The interface of claim 18, in which the selecting 
means is an identificatk)n mask. 



receiving a packet In the interface; 

identifying in the interface a predeter- 
mined portion of the packet received by the inter- 
5 face representing a virtual circuit to which the 

packet belongs; 

modifying a predetermined portion of the 
packet in the interface; 

detecting in the interface if the packet vh 
10 olates a network usage parameter; and 

directing the packet to an output of the ir>- 
terface. 

22. The method of daim 21. further comprising the 
15 step of: 

detecting routing Information in the pack- 
et; and 

selectively directing the packet to one of a 
main output of the interface and a local output of 
20 the interface in response to the detecting step. 

23. A method of interfadng communicatrons paths to 
a packet switch in a communications network, 
comprising the steps of: 

25 connecting an interface between a conrv 

munications path and a packet switch in a conv 
munications network; 

receiving a packet in the interface; 
Identifying in the interface a predeter- 
30 mined portion of the packet received by the inter- 
face; 

gathering statistical information in the in- 
terface about a communications channel to 
which the packet belongs in response to the iden- 
35 tif tcation step; and 

directing the packet to an output of the irv 
terface after the gathering step. 

24w The method of daim 23, further comprising the 
40 Step of: 

determining a number of packets which 
have been lost by the communications network 
in response to the statistical information gath- 
ered by the interface. 

45 

25. The method of daim 24, further comprising the 
step of: 

determining, in response to the statistical 
information, a location in the network where 
60 packets have been lost. 



21. A method of interfadng communications paths to 
a packet switch in communk:ations network, 55 
comprising the steps of: 

connecting an interface between a conv 
munications path and a packet switch in a net- 
work; 
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(57) A paclcet switch interface (14), which may be 
an asynchronous transfer mode (ATM) layer interface 
chip, may be connected to the inputs or the outputs of 
a packet switch. The interface chip modifies the virtual 
parth and the virtual channel identifier in packets direct- 
ed to and from the switch. The interface chip also ma- 
nipulates routing tags for the packets which are used tor 
internal routing purposes in the switch. The interface 
chip includes a local interface (42) through which pack- 
ets may be extracted from or added to a packet stream 
flowing between a main input (11) and a main output 
(1 7) of the interface. The interface chip polices different 
communications channels handled in the interface chip 
by detecting whether traffic in those channels exceeds 
certain network usage parameters. The interface Is also 
capable of gathering certain statistical information about 
the traffic in certain communications channels to allow 
evaluation of network performance. These operations 
are performed in hardware on a single integrated circuit 
chip involving a single table look up. This table look up 
involves addressing a content addressable memory 
(32) with a predetermined portion of the header of a 
packet. Finding a match between the predetermined 
portion of the packet header and the content of the con- 
tent addressable memory causes the memory to pro- 
duce an address signal which acts as a pointer to a lo- 
cation in a random address memory (34) containing a 
parameter block having data used to perform the oper- 
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